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This paper investigates the issues of network security and their effect on VoIP service. 

 

 

VoIP’s Security Vulnerabilities 

Voice over Internet Protocol (VoIP) is exposed to numerous security issues, primarily driven by its 
reliance on the underlying IP infrastructure and as a consequence of VoIP’s own application layer 
protocols.  What are these issues? Where are the most vulnerable areas?  How do they manifest 
themselves into service reliability issues? How serious are the threats to VoIP?  This article 
provides an overview to help answer these questions.  

 

Current VoIP deployments are predominately corporate enterprise implementations with 
“gateways” to PSTN (Public Switched Telephone Networks) networks. These VoIP “islands” are 
relatively easy to manage and secure using standard data networking technologies such as 
firewalls with NAT, VPN restricted external access, etc.. But as the popularity of VoIP grows 
beyond the enterprise, or equivalently, as the corporate VoIP network grows beyond its 
traditional enterprise data networks, VoIP becomes more vulnerable and exposed to a wide range 
of new attacks.   

 

Security is one of the top issues of VoIP, because the mere threat of security vulnerabilities can 
slow the progress of VoIP deployment. It is therefore vitally important to understand the nature 
and circumstances of these threats in order to assess the real risk to your VoIP services. 

Multi-Tiered protocol vulnerabilities  

VoIP is susceptible to the same attacks as any application built on the IP protocol, including:  

 

• SYN/ICMP Flooding - The attacker sends a number of ICMP requests to a victim server and 
ties up the server with the bogus requests.  

• TCP Hijacking - The attacker hijacks the TCP packets and pretends to be the destination of 
the packet. It can catch all the information that the victim server provides. This is also called 
a man-in-the-middle attack. 
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• ARP Spoofing - The attacker generates ‘fake’ ARP messages telling everyone on the network 
that the phone MAC address is really located at a different switch port, setting up a man-in-
the-middle attack at layer 2. 

 

Because VoIP implements its own set of application layer protocols, it is also susceptible to 
application-specific attacks, such as: 

 

• SIP INVITE Flooding - The attacker sends a number of SIP (Session Initiation Protocol) invite 
messages (the source IP address can be spoofed) to one or more victim phones and keeps 
ringing them or making them answer the call. 

 

• SIP BYE/re-INVITE - The attacker sends a bogus SIP BYE or SIP re-INVITE message and forces 
already established calls to be torn down or redirects the calls to somewhere else. 

 

• RTP Flooding - The attacker sends a number of bogus RTP (Real-time Transport Protocol) 
packets to a victim phone. The result of this is similar to a Denial of Service (DoS) attack in 
data networks. The victim phone may not be working properly, or the quality of voice may be 
greatly deteriorated. It can even completely disable a phone or gateway interface. 

 

• SIP Registration Hijacking - The attacker hijacks the SIP registration packets and thereby re-
directs all requests from the affected user to the attacker's device. This is similar to a man-
in-the-middle IP attack, only at the application layer where it is much more difficult to 
detect. 

 

Server vulnerabilities 

Conventional attacks against servers can be narrowed to focus on your VoIP call management or 
voicemail servers, making them harder to detect. Common attacks include: 

 

• Exploiting Windows Vulnerabilities – VoIP vendors commonly use Windows platforms for VoIP 
infrastructure servers. These servers often suffer from the same vulnerabilities as desktops, a 
fact often overlooked by IT managers. 

 

• SYN Stealth - The attacker sends TCP SYN packets to servers and checks which ports are open 
and then launches conventional server attacks. 

 

• ICMP Stealth - The attacker sends an ICMP echo request to servers to check which machines 
are alive and then launches conventional server attacks.  

 

• TFTP Tampering - The attacker tampers with the TFTP image that vendor phones download 
at initialization time and disrupts the VoIP phones. For example, the attacker can inject his 
Trojan horse program or virus into the phone and do whatever he wants to. 
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Following best practices for 

enterprise security is 

mandatory, yet new 

techniques need to be applied 

for the emerging risks of VoIP 

and other real-time IP 

applications.

 

Application vulnerabilities 

These vulnerabilities are inherent in the application model itself. VoIP services add value to the 
user by allowing features that enhance efficient communication to many people in a timely and 
convenient manner. These same features open up new attack models, such as: 

 

• SPIT (SPAM over Internet Telephony) - The attacker automatically generates a number of 
Voice Mail SPAM calls to VoIP users. You can think of it as telemarketing on steroids! 

• VoIP Phone Display Hijack - The attacker automatically generates a number of SPAM Text 
Messages that appear on the LCD display of VoIP phones.  

 

• MIDlet Viruses – Phones of all types now support many types of software downloads. The 
attacker entices you to download a “cool” upgrade for your VoIP phone that contains a 
malicious virus. 

 
 

VoIP Security Protection 

There are techniques and tools that will significantly improve the security of any VoIP system.  
Protection begins with standard network security measures.  Much has been written and done 
about security threats in data networking.  The networking industry has been analyzing attack 
patterns and devising a means to effectively block them for over two decades. Certainly, 
following best practices for enterprise security is mandatory and cannot be emphasized enough.  
Yet, additional and new techniques need to be applied to the emerging risks associated with VoIP 
and other real-time IP applications. 

Intrusion prevention systems (IPS) 

Intrusion prevention systems are quickly becoming a standard part of most firewall-based security 
models. Most IPS approaches use firewalls at the boundaries to the enterprise network. This 
approach to intrusion protection certainly helps control attacks on the network infrastructure, 
but it falls short in protecting application layer services or in providing protection from attacks 

inside the enterprise. In addition, these conventional 
approaches invariably impact real-time Quality of Service 
(QoS) characteristics, vital to applications such as VoIP, 
by introducing packet delay and jitter (delay variability) 
into the IP network. 

 

Intrusion prevention systems sit inline with network 
devices and aggressively block offending packets. 
Consequently, they can effectively protect the network 
system against intrusion.  Unfortunately, an improperly 
designed or configured intrusion prevention system can 
drop normal packets when it erroneously detects a false-
positive pattern in the traffic. This can result in re-
transmission hits for data services, which can be 
annoying. However, for real-time services such as VoIP, 
this can cause loss-of-service disconnects that are very 

disruptive and hard to diagnose.  Therefore, border IPS systems must be configured with VoIP 
requirements in mind. Furthermore, additional IPS approaches must be implemented to address 
the internal threat from rogue devices. 
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Application layer protection 

Considerable thought has been given to protecting VoIP protocols. SRTP (Secure Real-time 
Transport Protocol) provides encryptions of the RTP content, effectively preventing 
eavesdropping attacks. TLS (Transport Layer Security protocol) provides encryption for the 
signaling protocol, providing effective security against hijacking attacks. 

 

However, these technologies are relatively young and are not consistently supported by all vendor 
equipment, nor are they typically universally enabled due to the complexities they present to 
VoIP administrators 

 

Beyond encryption of RTP and signaling content, little has been done to protect against the 
emerging threat of attacks that exploit end-user features designed to increase usability and 
productivity.  

 

Complicating this issue is that most of these attacks simply look like deficiencies in the VoIP 
vendor or deployment and may continue a long time before the real cause is uncovered. 

 

Conclusion 

Is VoIP security an issue today? There have been few publicly embarrassing security incidents for 
two basic reasons:   

 

• Hacking at the application layer requires more specialized knowledge, which is only now 
becoming more mainstream. 

 

• The isolation of VoIP inside the corporate enterprise offers limited access to hackers and 
little economic motivation.   

 

All that will change quickly, however, as VoIP becomes pervasive across the Internet, and the 
same economic drivers for SPAM in the email community begin their natural migration toward the 
virgin territory of VoIP.   

 

IP telephony, as well as other real-time applications, present new challenges for network 
security and reliability.  Administrators must plan now to be ready for these emerging challenges 
if they want to ensure trouble-free services to their user community. 

 

About Qovia, Inc. 

Qovia® significantly eases the complexity of planning, monitoring and managing enterprise 
Internet phone networks. Providing dynamic discovery of VoIP resources and unmatched, minute-
by-minute visibility into how IP telephony networks are performing, the Qovia IP Telephony 
Manager aggregates and analyzes IP telephony information to deliver timely call-by-call quality. 
Its intuitive dashboard shows a VoIP-centric view of critical IP telephony resources, allowing IT 
organizations to meet business objectives. Customers can use Qovia to increase the reliability and 
utilization of their IP telephony investments, increase end-user satisfaction and better manage 
the bottom line. Qovia was founded in 2002 and is backed by Canaan Partners; BlueRun Ventures 
(formerly Nokia Venture Partners); Anthem Capital; and the State of Maryland. The company, 
which has earned nearly two dozen industry awards, can be found online at www.qovia.com. 
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